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Specification 

The title of the invention is not descriptive. A new title is required that is clearly 
indicative of the invention to which the claims are directed. 

The following title is suggested: Communication System using Random Number 
Sequences for Successive Cipher Generation. 

Claim Rejections - 35 USC §103 

I. The following is a quotation of 35 U.S.C 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

II. Claims 1, 4-5, 9, and 12-13 are rejected under 35 U.S.C 103(a) as being unpatentable 
over Tan, US Patent No. 6,490,353 and further in view of Dent, US Patent No. 5,148,485. 
As per claims 1 and 9: 

Tan substantially teaches a communication system/method comprising: a communication 
channel having ends; at one end of said channel: (i) a first cipher generator for generating a 
succession of ciphers, said generator including a first random number generator for generating a 
sequence of random numbers, each cipher of said succession of ciphers being based on a 
respective successive portion of said sequence of random numbers (col. 8, lines 45-51 and col. 9, 
line 65 - col. 10, line 47); and (ii) a symmetric encryptor for encrypting successive amounts of 
information for transmission to the other end of said channel, each amount of information being 
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encrypted using a respective one of said succession of ciphers (col. 10, lines 48-63); and, at the 
other end of said channel: (i) a second cipher generator for generating the same said succession 
of ciphers as the first cipher generator, said second cipher generator including a second random 
number generator for generating the same said sequence of random numbers as said first random 
number generator (col. 10, line 64 - col. 1 1, line 4); and (ii) a symmetric decryptor for 
decrypting the encrypted successive amounts of information received from said one end of said 
channel, each amount of information being decrypted using the same respective one of said 
succession of ciphers as was used to encrypt it by said encryptor at said one end of said channel 
(col. 13, lines 55-64), wherein each of said first and second cipher generators is signaled to cause 
it to generate the next cipher in said succession of ciphers, the derivation of the signaling being 
independent of the information being transmitted (col. 18, lines 51-54). 

Not explicitly disclosed is the second cipher generator for generating in synchronism with 
said first cipher generator the same said succession of ciphers as the first cipher generator. 
However, Dent teaches that the generator should be in synchronism with the key generator to 
ensure that the message is properly decoded. Therefore, it would have been obvious to a person 
in the art at the time the invention was made to modify the method disclosed in Tan for the 
second cipher generator to generate the same succession of ciphers as the first cipher generator in 
synchronism. This modification would have been obvious because a person having ordinary 
skill in the art, at the time the invention was made, would have been motivated to do so since it is 
suggested by Dent in col. 1 1, lines 1-29. 
As per claims 4 and 12: 



Application/Control Number: 09/989,087 Page 4 

Art Unit: 2133 

Tan and Dent teach the system/method according to claims 1 and 9. Furthermore, Dent 
teaches wherein a supply to said symmetric encryptor of each of said successive amounts of 
information, is signalled to both said first and second cipher generators, whereupon the 
generators synchronously generate the same next cipher in said succession of ciphers (col. 1 1, 
lines 1-29). 

As per claims 5 and 13: 

Tan and Dent substantially teach the system according to claims 1 and 9. Furthermore, 
Tan teaches wherein said symmetric encryptor is a block symmetric encryptor and said 
symmetric decryptor is a block symmetric decryptor (col 9, lines 49-64). 
III. Claims 2-3 and 10-1 1 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Tan, US Patent No. 6,490,353 and Dent, US Patent No. 5,148,485 as applied to claims 1 and 9 
above, and further in view of Schneier, Applied Cryptography. 
As per claims 2 and 10: 

Tan and Dent substantially teach the system/method according to claims 1 and 9. 
Furthermore, Tan teaches the system/method further comprising: at said one end of said channel: 
(i) means for generating a seed sequence of random numbers, which seed sequence is used by 
said first random number generator to generate said sequence of random numbers (col. 8, line 38 
- col. 9, line 48). 

Not explicitly disclosed is (ii) an asymmetric encryptor for encrypting said seed sequence 
for transmission over said channel to said other end of the channel; and, at said other end of said 
channel: (i) an asymmetric decryptor for decrypting the encrypted seed sequence received from 
said one end of the channel, said second random number generator using the decrypted seed 
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sequence to generate said same sequence of random numbers as said first random number 
generator. However, Schneier teaches that using public key cryptography for encrypting a key 
that was derived from a symmetric algorithm is a good way to keep the key secure and also not 
suffer from the slow computational key. Therefore, it would have been obvious to a person in 
the art at the time the invention was made to modify the method disclosed in Tan to use public 
key encryption for encrypting the seed which is used in order to generate the same sequence of 
random numbers at the other end of the channel. This modification would have been obvious 
because a person having ordinary skill in the art, at the time the invention was made, would have 
been motivated to do so since it is suggested by Schneier on page 33. 
As per claims 3 and 1 1 : 

Tan, Dent, and Schneier substantially teach the system according to claim 2. 
Furthermore, Schneier teaches wherein said asymmetric encryptor and said asymmetric 
decryptor employ public key cryptography (page 33). 

IV. Claims 6-8 are rejected under 35 U.S.C. 103(a) as being unpatentable over Tan, US 
Patent No. 6,490,353 and Dent, US Patent No. 5,148,485 as applied to claim 1 above, and further 
in view of Ehrat, US Patent No. 3,678,198. 
As per claim 6: 

Tan and Dent substantially teach the system according to claim 1 . Furthermore, Tan 
teaches wherein said first and second cipher generators include: first means for receiving said 
sequence of random numbers (col. 9, line 65 - col. 10, line 16); a plurality of subsidiary cipher 
generators (col. 7, line 66 - col. 8, line 25), said first means switching said successive portions of 
said sequence of random numbers between said plurality of subsidiary cipher generators, each 
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cipher generated by a subsidiary cipher generator being based on a respective said random 
number sequence portion switched to it by said first means (col. 10, lines 37-47); and second 
means for switching in turn between said subsidiary cipher generators to provide said succession 
of ciphers (col. 13, lines 60-64). 

Not explicitly disclosed are first switching means and second switching means for 
carrying out the switching operations. However, Ehrat teaches different switching states. 
Therefore, it would have been obvious to a person in the art at the time the invention was made 
to modify the method disclosed in Tan to specifically use switching means depending on the 
cipher generator chosen at random. This modification would have been obvious because a 
person having ordinary skill in the art, at the time the invention was made, would have been 
motivated to do so since it is suggested by Ehrat in col. 3, lines 9-62). 
As per claim 7: 

Tan, Dent, and Ehrat substantially teach the system according to claim 6. Furthermore, 
Ehrat teaches wherein said plurality of subsidiary cipher generators is two subsidiary cipher 
generators, and said first and second switching means switch simultaneously but to different ones 
of said two subsidiary cipher generators (col. 3, line 64 - col. 4, line 25). 
As per claim 8: 

Tan, Dent, and Ehrat substantially teach the system according to claim 6. Furthermore, 
Dent teaches wherein each said subsidiary cipher generator comprises: third switching means; a 
plurality of exclusive OR (XOR) gates (, said third switching means switching random numbers 
received by the subsidiary cipher generator between said plurality of XOR gates; and a plurality 
of registers, one in respect of each XOR gate, each register both receiving the output of, and 
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providing a further input to, its respective XOR gate, the contents of said plurality of registers 
constituting the cipher generated by the subsidiary cipher generator (col. 14, line 21 - col. 15, 
line 59). 

V. Claims 14-15 are rejected under 35 U.S.C. 103(a) as being unpatentable over Tan, US 
Patent No. 6,490,353 and further in view of Ehrat, US Patent No. 3,678,198. 
As per claim 14: 

Tan substantially teaches a cipher generator for generating a succession of ciphers, said 
generator comprising: a random number generator for generating a sequence of random numbers 
(col. 8, lines 45-51 and col. 9, line 65 - col. 10, line 47); first means for receiving said sequence 
of random numbers (col. 9, line 65 - col. 10, line 16); a plurality of subsidiary cipher generators 
(col. 7, line 66 - col. 8, line 25), said first means switching said successive portions of said 
sequence of random numbers between said plurality of subsidiary cipher generators, each cipher 
generated by a subsidiary cipher generator being based on a respective said random number 
sequence portion switched to it by said first means (col. 10, lines 37-47); and second means for 
switching in turn between said subsidiary cipher generators to provide said succession of ciphers 
(col. 13, lines 60-64). 

Not explicitly disclosed are first switching means and second switching means for 
carrying out the switching operations. However, Ehrat teaches different switching states. 
Therefore, it would have been obvious to a person in the art at the time the invention was made 
to modify the method disclosed in Tan to specifically use switching means depending on the 
cipher generator chosen at random. This modification would have been obvious because a 
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person having ordinary skill in the art, at the time the invention was made, would have been 
motivated to do so since it is suggested by Ehrat in col. 3, lines 9-62). 
As per claim 15: 

Tan and Ehrat substantially teach the generator according to claim 14. Furthermore, 
Ehrat teaches wherein said plurality of subsidiary cipher generators is two subsidiary cipher 
generators, and said first and second switching means switch simultaneously but to different ones 
of said two subsidiary cipher generators (col. 3, line 64 - col 4, line 25). 
VI. Claim 16 is rejected under 35 U.S.C. 103(a) as being unpatentable over Tan, US Patent 
No. 6,490,353 and Ehrat, US Patent No. 3,678,198 as applied to claim 14 above, and further in 
view of Dent, US Patent No. 5,148,485. 
As per claim 16: 

Tan and Ehrat substantially teach the generator according to claim 14. Not explicitly 
disclosed is wherein each said subsidiary cipher generator comprises: third switching means; a 
plurality of exclusive OR (XOR) gates, said third switching means switching random numbers 
received by the subsidiary cipher generator between said plurality of XOR gates; and a plurality 
of registers, one in respect of each XOR gate, each register both receiving the output of, and 
providing a further input to, its respective XOR gate, the contents of said plurality of registers 
constituting the cipher generated by the subsidiary cipher generator. However, Dent teaches 
using a plurality of XOR gates, switching data between those gates, as well as a plurality of 
registers receiving the outputs. Therefore, it would have been obvious to a person in the art at 
the time the invention was made to modify the method disclosed in Tan to have a third switching 
means for switching the random numbers received by the subsidiary cipher generator between 
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the plurality of XOR gates where there are a plurality of registers constituting the cipher 
generated by the subsidiary cipher generator. This modification would have been obvious 
because a person having ordinary skill in the art, at the time the invention was made, would have 
been motivated to do so since it is suggested by Dent in col. 14, line 21 - col. 15, line 59. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Nadia Khoshnoodi whose telephone number is (571) 272-3825. 
The examiner can normally be reached on M-F: 8:00-4:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Albert Decady can be reached on (571) 272-3819. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Elepffojiic Klsines^ (EBC) at 866-217-9197 (toll-free). 

Nadia Khoshnoodi 
Examiner 
Art Unit 2133 
8/17/2005 




